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Abstract

This study aims to comparatively analyze cybercrime prevention policies between
Thailand and three developed countries—namely, the United States, Singapore, and Estonia—
through document analysis and comparative study. The analysis is framed across five
dimensions: legislation, institutional structure, private sector participation, international
cooperation, and human resource development. The findings reveal that successful countries
share three common characteristics: multilateral cooperation integration, the presence of a

strong central agency, and real-time information-sharing mechanisms. In contrast, Thailand
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continues to face four key limitations: the absence of permanent cooperation mechanisms,
ineffective evaluation systems, limited engagement at the international level, and low public
awareness. The study proposes four policy recommendations: establishing a threat
intelligence-sharing platform, developing monitoring and evaluation systems, expanding

Thailand’s role in international forums, and fostering a culture of cybersecurity.
Keywords: Cyber policy; Cybersecurity; Comparative study; Cybercrime
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1. Sansnalnarusaufionsseninaniaiguaziansu Ussmealnenisdada unanrlady
NANITEAUBIA WU National Cyber Threat Intelligence Exchange Platform Falonmaliiisnu
Sguazionvuanansn uaniUasudeyadoanauleiussuuy real-time uazUszanunisnouauos
Siuldognaiiussavsam atlanusaldlinaves 1ISACs Tuansgaiinudusuuuy Fefigariudai
Hunalnddnlumsdenleaniadiusing q uaztisanauidemeanndoananildegadussssu
(Carr, 2016; White House, 2023) n1silgudnandeyaieanauazielisguiaainsaasigiudeya
s deliliesgiun ey naunnsnadanlénteu

2. nmuansaunisuszliunaulauigluesegianduszuu dodindAgyvesingluiagiu
Aensvn sruuAnaaazyseifiuna Ailuszansam deilileuisdnnuinnliaansauvandy
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Foftald (OECD, 2021) uananil ssuuvssifiunanseanuuuliiinssenuseasisae oada
wsananudauloue wazilalonaliyldiulddudeaiunsoasiounnufaviulunisuiul
uleuy

3. yrunumvasinsluniinrmsauiiessdugiionn UssmdlneasiunumBsgnanndu
lusgaugiinia aeanizlu 1fie @y Wi ASEAN Ministerial Conference on Cybersecurity Uag
ASEAN Cybersecurity Cooperation Strategy Lilalauadinnuundefievessemalugngiusing
aulaiuas saudatlalenialunisiinfeesAninug malulad kagn1sHNaUTLNUIIYIA N34
s2ului9819 ASEAN-Singapore Cybersecurity Centre of Excellence (ASCCE) way ASEAN-Japan
Cybersecurity Capacity Building Centre assniiuluagnsseiiios W%’@im'ﬁaw;w%’wmmﬁt,ﬁmwa
iieenseiudnnmaninsayAaInsuaT SEUURBUALDBIUsEMA (OECD, 2021)

4. auuInanTsiidausauvasnialszsvy amnuiuamndlsiveshianusainduld
1NAIATTNTRIANTIUIA MR LEE 18R eY INLARBIeIAEAIURTEMINT WATNTHEIUTINDIN
Uszanau Sguiadsasdadalasens adeiaussauanusiuadlaiued (Cybersecurity Awareness
Culture) #rumshinnuiuagiinousuluseauyuu 15useu Lagn1ALTNIY WU NsTmUImMENgns
dmsuag n1sdnAtelneusudmsulniieu wagn1sineusud sy SMEs Useeiealaiiledu
fegnaiirlunmsaimadiosdidianigfiduiu shuanusufiesewindg 1sadou uazUssevulunis
duaSurinwesnuleiues (Kaska et al., 2019)
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1. ansiuaslsadidunisiauuunynia

Usziaivszauanudulalumsinnissennammslowvesinddnvarsuid dgfenis
asrsszuuauiTuassleuesludnunennai@ (multi-stakeholder model) Fsvanedsnisdniiui
ausauilesEninanady naenTu wazn1AUTErITuet19Teanassailos ansgeinuiy
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gmamnssudAey (Carr, 2016) G selin1snevausssadonnawlouesaunsasuiuliuvy
Soalmivazannansgnuluraning Tuhueafeatu waladedniveraainsanaaussmsuii
finvzdnansufumhenuduaiuiuasleueivessy kun1sdada Cyber Defence Unit (Tikk et
al., 2010) agvioulyiiuinrusiundaueslioafionSsiheden uidesedenmsseaaminensuay
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Masguazionvu (White House, 2023) wauzfidenlusil CSA Fsagnelddninunensguund vilinis
fvuagnsmansloiuesannsaduirdeuldegisiiionnm (Choo, 2019) Tunsdivesiealauile szuu
X-Road dudulassadsiugiunanslunindeslosdeyarosmnmiisnuniady dundnguddnyia
Ifeyaresinguvesszuuleuesfiudunss (Kaska et al, 2019) uanssanUssmalnediugass
dninauaugnssunImMsnuautiuacaeadeluuesuisnd @nu.) widwanalniiaiunse
IUTITeYanuAnA1NINYNAedIulaeg19liusEANT AN (d1dnauanugnIITNNITNITTNYIAIY
funsUaenselaiuosuiand, 2566)

3. nMsysamsuleuneleiuasivgnsaansfdnaseauein

Useinafisiuloungluuesideduinlivesluuesifuudiounadn uidudmumiawesssuu
irswgianazamsiuadlnesin Awnlusfouuusgisddalunisysanmslewesididu Smart Nation
Strategy (Choo, 2019) Turagiitealaidefedniswauriguiaddauazausunsloivesiiu
$INFIUREITY (Kaska et al, 2019) asetufuUssmalngd daiidunisuuunendusendng
8971 (OECD, 2021)

4. AnuTmdiasEnIUssmaAdleEsNUanuansanglulseme

anigeiinmuaziealaiiedunumidesnluifiseAuuunnd Wi NATO, EU %30 Five Eyes
Youzfidenlusidudnnin ASEAN Cybersecurity Centre of Excellence (Kaska et al., 2019) Fevae
afamsgrunanslugiinirendeu drdsemalneudiasidnsinanusiuiiounanit wu FIRST wag
ASEAN-Japan Cybersecurity Centre Lwis‘]’wmwmwL%‘qﬁmazmwm{aLﬁaﬂumsamu (OECD,
2021; ThaiCERT, 2023)
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5. Msaadsunnuzlyiuasvesussvivu
waladeliaudidyegadsiunsaiimaliewdiandgiduiudgloveinausise ey
nsAnwldaudenistneusuluguou (Tikk et al, 2010; Kaska et al., 2019) Tuvaiivszmalneds
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Tafiuunndaau udazdanuneiguniulauysng o wadsliidussuu (ThaiCERT, 2023)
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